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- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
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DETAILED ACTION 

1 . Claims 1 -30 are presented for examination 

Claim Rejections - 35 USC § 102 
The following Is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the Invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed In the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-30 are rejected under 35 U.S.C. 102(e) as being anticipated by Teicher 
et a! hereafter Teicher (US patent application 20040236958). 

3. As per claim 1 , Teicher discloses a method comprising: generating a first key; 
generating first validity data based on first backup data and the first key; sending the 
first key to a peer storing the first backup data (paragraphs, 0009-001 1 , and 001 7); and 
requesting second validity data from the peer to determine whether the first backup data 
is preserved by the peer, wherein the second validity data is based on the first backup 
data stored by the peer and the first key (paragraphs, 0009, 001 3-001 5). 

4. As per claim 2, Teicher discloses the method comprising: penalizing the peer if 
the second validity data is not timely received from the peer (paragraphs, 0097, and 
0099). 
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5. As per claim 3, Teicher discloses the method comprising: receiving the second 
validity data from the peer; determining whether the first validity data and the second 
validity data are different; and penalizing the peer if the first validity data and the second 
validity data are detennined to be different (paragraphs, 0009, 001 3-001 5). 

6. As per claim 4, Teicher discloses the method comprising: storing second backup 
data received from the peer, wherein penalizing the peer comprises deleting the second 
backup data (paragraphs, 0097, and 0099). 

7. As per claim 5, Teicher discloses the method comprising: providing the peer with 
consideration for storing first backup data, wherein penalizing the peer comprises 
recovering at least a portion of the consideration (paragraphs, 0097, and 0099). 

8. As per claim 6, Teicher discloses the method wherein the first backup data is 
encrypted (paragraphs, 0009-001 1 , and 0017). 

9. As per claim 7, Teicher discloses the method wherein generating first validity 
data comprises: combining the first key and the first backup data to create first keyed 
backup data; and performing a one-way hash function on the first keyed backup data 
(paragraphs, 0009-0011, 0017, and 0033). 

1 0. As per claim 8, Teicher discloses the method wherein the one-way hash function 
is selected from the group consisting of MD5, SHA-1, and RIPEMD-160 (paragraphs, 
0009-001 1 , 001 7, and 0033). 

11. As per claim 9, Teicher discloses the method comprising: generating a plurality of 
additional keys; generating additional validity data for each of the additional keys, 
wherein each additional validity data is based on the first backup data and one of the 
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additional l^eys; sending a selected one of the additional keys to the peer (paragraphs, 
0009-001 1 , and 0017); and requesting third validity data from the peer to determine 
whether the first backup data is preserved by the peer, wherein the third validity data is 
based on the first backup data stored by the peer and the selected one of additional 
keys (paragraphs, 0009, 001 3-001 5). 

12. As per claim 10, Teicher discloses the method comprising: storing the additional 
validity data and the additional keys (paragraphs, 0009-001 1 , and 001 7). 

1 3. As per claim 1 1 , Teicher discloses an article of manufacture comprising: a 
machine-accessible medium including data that, when accessed by a machine, cause 
the machine to perfomi operations comprising: generating a first key; generating first 
validity data based on first backup data and the first key; sending the first key to a peer 
storing the first backup data (paragraphs, 0009-001 1 , and 0017); and requesting 
second validity data from the peer to detemriine whether the first backup data is 
preserved by the peer, wherein the second validity data is based on the first backup 
data stored by the peer and the first key (paragraphs, 0009, 0013-0015). 

1 4. Claims 1 2-20 are listed all the same elements of claim 2-1 0 in a machine 
accessible medium fonn rather than method form. Therefore, the supporting rationales 
of the rejection to claim 2-1 0 apply equally as well to claim 1 2-20. 

1 5. As per claim 21 , Teicher discloses a system comprising: a twisted pair cable; a 
data storage device; a key generator to generate a first key; a validity data generator to 
generate first validity data based on the first backup data and the first key (paragraphs, 
0009-001 1 . and 0017); a communication device to send the key to a peer storing the 



Application/Control Number: 10/600,124 Page 5 

Art Unit: 2136 

first bacl<up data and to request second validity data from the peer, wlierein the second 
validity data is based on the first backup data stored by the peer and the first key; and a 
validity data comparator to determine whether the first backup data is preserved by the 
peer (paragraphs, 0009, 0013-0015). 

1 6. As per claim 22, Teicher discloses the system comprising: the communication 
device to receive the second validity data from the peer; and a penalty generator to 
inflict a penalty against the peer if the second validity data is not timely received from 
the peer (paragraphs, 0097, and 0099). 

1 7. As per claim 23, Teicher discloses the system comprising: the validity data 
comparator to compare the first validity data and the second validity data; and the 
penalty generator to inflict a penalty against the peer if the first validity data and the 
second validity data do not match (paragraphs, 0009, 001 3-001 5, 0097, and 0099). 

1 8. As per claim 24, Teicher discloses the system wherein the penalty comprises 
deletion of second backup data received from the peer (paragraphs, 0097, and 0099). 

1 9. As per claim 25, Teicher discloses the system wherein the penalty comprises 
recovering a portion of consideration provided to the peer for storing the first backup 
data (paragraphs, 0009-001 1 , 001 7, 0097, and 0099). 

20. As per claim 26, Teicher discloses the system wherein the first backup data is 
encrypted (paragraphs, 0009-001 1 , and 001 7). 

21 . As per claim 27, Teicher discloses the system comprising: the validity data 
generator to combine the first key and the first backup data to create first keyed backup 
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data and to perfomri a one-way hash function on the first keyed backup data 
(paragraphs, 0009-0011, 0017, and 0033). 

22. As per claim 28, Teicher discloses the system wherein the one-way hash 
function is selected from the group consisting of MD5, SHA-1 , and RIPEMD-1 60 
(paragraphs, 0009-0011, 0017, and 0033). 

23. As per claim 29, Teicher discloses the system comprising: the key generator to 
generate a plurality of additional keys; the validity data generator to generate additional 
validity data for each of the additional keys, wherein each additional validity data is 
based on the first backup data and one of the additional keys; the communication 
device to send a selected one of the additional keys to the peer and to request third 
validity data from the peer (paragraphs, 0009-001 1 , and 001 7); and the validity data 
comparator to determine whether the first backup data is preserved by the peer, 
wherein the third validity data is based on the first backup data stored by the peer and 
the selected one of additional keys (paragraphs, 0009, 0013-0015). 

24. As per claim 30, Teicher discloses the system comprising: the data storage 
device to store the additional validity data and the additional keys (paragraphs, 0009- 
0011, and 0017). 



Conclusion 
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5. Any inquiry concerning this communication or earlier communications from tlie 
examiner should be directed to Mohammad w. Reza whose telephone number is 571- 

272- 6590. The examiner can nomially be reached on M-F (9:00-5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, moazzami nasser g can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Infomiation Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
infomiation for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-21 7-9197 (toll-free). 
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